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& An Exploration and Cybersecurity Evaluation of loT Healthcare Devices
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Objective: To examine the security risks of loT healthcare devices based on NIST Risk Management Framework

Initial Results

Abstract

In 2019, it Is expected that 1.9 billion smart home devices are
going to be shipped for consumers [1]. These devices, ranging
from mobile phones to cars, all connected to the internet, are part
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cause security risks, which are a paramount concern among most respect device authentication,

people these days due to the prevalence of these devices. In ANT+’s device encryption

regard to this, the Internet of Things in the healthcare world Is a and authentication is weak

particular network to be interested in. The impact of insecure data
and false Information In the healthcare world, could have far-
reaching consequences on patients’ health and increase the
possibility of their health deteriorating. Giving patients suggestions
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and software on sites including common search engines, Amazon, mind through GPS through website HTTP protocol used, buffer Framework to -all

CNET, and company websites, were found to help the elderly. tracking overflow vulnerability due

These same devices were evaluated based on the National to IS 6.0 used

Institute of Standards and Technology's Risk Management
Framework to provide companies and patients with accurate
information to operate in their own domains. Leaf Health To Inspire and motivate | To track different Confidentiality: Bluetooth prior to version | Encourage users to use Bluetooth
Tracker, Bellabeat | women to be the best activities, steps, | Moderate, Integrity: |4.2 uses AES-128 algorithm, | 4.2 and after for better security and
Methodol ' version of themselves calories, or High, Bluetooth version 4.2 and | provide protection against Man-in-
ethodologles | g o S oE6 Elling .
through technology reproductive Availability: High after uses Iptic the-Middle attacks.

Curve with AES- CMAC.

_ _ activity through
The following resources were analyzed to base the evaluation: the tracker and Both not protected from
 NIST Risk Management Framework is a method that app Man-in-the-Middle attacks
Incorporates risk management processes into business [2].
functions and through the system development lifecycle. _ _ _ — _ _ _ _
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 Upguard’s Cloud Scanner is an online tool that checks for environment makes, monitors High, through changing private
security risks. UV rays from sun | Availability: High addresses and Is not
« Qualys SSL Labs’ SSL Server Test shows details of SSL protected from Man-in-the-

Middle attacks [2].

web server of a website.
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